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An Example

ALTEN

Excerpt from a Test Plan template

In this chapter, the Test Risk Matrix is presented, the result of the Test Risk Analysis, by outlining the
test strategy: based on several analyses
Where are the risks from a technological point of view?
Where are the risks from a business point of view?

Several types? Several iterations? ...?

Are they (all) relevant?

Note 1: Rating 1-5: 1 = no, not at all 5 = yes, very much
Note 2: Take care that, as far as possible, there is an even distribution (over functions) of 1-5 in each collumn

Risk Factors 4‘Integration b N N N Many (hew) N N N N N b | N N b |
of more New |Inexpe- |3rd party Many
Multi site thantwo [Complex |New tools |[rienced [components [Multiple High time |Highly bugs in |Many Total Damage / |Usage Commercial [Total
Functionality dewelopement |products |[function [function [used |dewveloper |used ? dewelopers |pressure |optimised |past interfaces |probability Jimpact |frequence [Importance Jimpact

Marketing Req.

|

0 0
0 0
0 0

Senice Req.

Application Req.

Other Risks

Are they (all) known?
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E| Experiences in Risk Management @ HUSTEF ¢ v m o

Risk is the possibility of
a negative or
undesirable outcome or
event
ISTQB® CTAL-TM 2012
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Experiences in Risk Management @ HUSTEF ¢ v m o

Stay in control with the rule of three
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Risk Management

e Risk Management Process

HUNGARIAN SOFTWARE TESTING FORUM

RISK IDENTIFICATION

The process of finding, recognizing
and recording risks

® Initial notice of a risk
- Expect the unexpected

RISK ANALYSIS

The process to comprehend the
nature of risk and to determine the
level of risk

® Assessment of the risk
— Rate its importance

RISK EVALUATION OR CONTROL

Determine the significance of the risk
and make decisions about risk
treatment actions

® Dealing with the risk

- Ignore, Transfer, Mitigate or create
Contingency Plan
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E| Risk Identification

ALTEN
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E| Risk Identification @ HUSTEF ¢ vy mo

... calling on the broadest possible sample of stakeholders ...
ISTQB® CTAL-TA v3.1.1, CTAL-TTA v4.0
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Risk Identification

Initial notice of a risk

What happens in real life

|dentifying test items based
on requirements

|dentifying requirements

\

Functionality

r functions) of

Risk Factors

\

Multi site
developement

N Integration 1

of more

thantwo |[C
products |fu

Test item

Explanation

Therapy Station

All hardware and software ug~-* & #h~ DndMe s i db~ Al 1 B

a. Allin-one PC

b. Therapy software

c.  All other hardware co
equipment carrier

Physics Station

All hardware and software us
a. PC/Laptop /termina
b. Physics Software

Planning Station

All hardware and software lod
a. PC/Laptop /termina
b. Planning Software

Equipment Carrier

The hardware of the cart / equ

Marketing Req.

EM Tracking

The Electro Magnetic Trackin
a. MNDI-5CU
b. Interfaces (TCU)
i Instrument cao
i Seed detectic
Field Generator
Reference sensor
e. Software Module for i
introduced)
i USE [/ R&232
ii. Protocol
il Software reat
iv. Seed detectic

=

Senice Req.

Metwork Topology

The network setup comprising
a. FEthernet switch + cab

b. Logical topology (con

c. Connectivity: US /RS
015 ! Active directory

Application Req.

1. Behaviour
The different states defined in CSW745 are accepted as-is. The correctness of the states is
assumed while testing the specific behaviours such as measurement or stimulation.

2. Shutdown
Compliance with CSW773, graceful shutdown, is to be verified.

3. Activity Monitoring
For activity monitoring, requirements CSW743, CSW746 & CSW747 are to be verified. For
Fumao3 this verification is limited to the verification whether activity is noticed and logged
using the data logging functionality. The correctness of the monitoring in relation to the actual
form of activity is outside the scope of Fumao3.

4. Electrode Switching System

The feature to be tested is described in CSW689 & CSW691. Most attention will be paid to
CSW689 by verifying whether the High Voltage Switch is populated with the correct data on
the SPl interface.
5. Measurement
The items to be tested are defined by the requirements underneath CSW561. For
measurement, the compliance with requirements on the impedance measurement of the skin
will be verified both in terms of applicable measurement range and applicable tolerances.
6. Stimulation
All requirements underneath CSW611 are part of the features to be tested.
7. Fault Detection
The only feature to be tested is CSW775, the check on whether or not the electrodes are
properly connected.

The only feature to be tested is CSW798, the ability to retrieve the software version.

For data logging, the features to be tested are CSW749, CSW750, CSW755, CSW752, CSW753,
CSW756, CSW766 B CSW789. With respect to this item, the content of the logging will be

Power Supply The (certified) power supply ft 8. General
supply installed on the equipn
a. Allin-one PC .
b. NDI equipment {afo t 9. Data Logging
Cable Set The set of cables for needles,
3D Ulra Sound The integration with the CX50
integration

tested but the format of the logging is accepted as-is

Other Risks

These are not risks, but things that might

have risks

SW784 & CSW786 on setting and retrieving the current date

CSW8a01, the ability to support two types of electrode layouts.

igger the control unit with specific commands and/or retrieve

data from the control unit. The feature to be tested is whether the host interface accepts the
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Risk Identification HUSTEF ¢ vnp o

HUNGARIAN SOFTWARE TESTING FORUM

Initial notice of a risk

What happens in real life

Elaborated using FMEA like
approaches

Cause Risk/lssue Effect
(Max 50 signs)
Risk ID Requirement ID Risk definition Lat
CS/DE support, phased C: Not all existing diagnostics |R: Higher level of expertise E: Higher support effort for CS,
Effect(s) Consequence(s) diagnosticzp i available for initiaglJ pac?(ages needgd for trouble sEooting Moregneed foepD&E support
Different code for NXT and NXE coverage Bug caught in NXT could existin NXE
TE-02 Same wafer align
Different correction potential & CET software of EUV machine vs DUV fingerprint will give
machine different actuation
compared to DUV Overlay impacted Mistakes during strategy Many different ADELS have to |User will make mistakes using |None optimal product
TE-03 Slight differences in import be connected manually the product performance
point of time when
wafer align is called
Different sequence behavior EUV machine vs DUV machine (Sequencer to model orto give  In extreme cases maybe throughput
software is different) their fingerprint impact? - - - - - - - - - - -
TE-08 i ~= IACT Diagnostics delay Diagnostics to partially Unforseen changes in Delay in delivery of diagnostics
Generation of IDAT/ADEL is different between EUV/DUV. (I thought you implemented in a new functionality or softw
depend on a CET IDAT/ADEL for offline tools) Offline to
TE-05

take into : Title
unexpected fa

Cause(s) Controls

L d C epo
that do not ge s
I et gtfg_riq rejected before FIWA than in Legacy behavior No Fiwa data reported
code. An gxample is
the currert code on What in legacy was not blocked at lot
DUV, whe[ABELaME verif/valid checks for legacy Some legacy checks are forgotten and are not |[Too complex logic for ADELaME verification |verification/validation is now blocked in SBM
KDCP protocol might not be respected if the machine fails in an unexpected leveling fails@dedtein 9Bdvhory corruption most of the time. Alimplemented in SBM --> regression and validation cheks (and viceversa) --> cannot queue lots

way.

n SBMis different to legacy (we

Underlying technique unknown to most  unomusminreuired mans
users
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Risk Identification @ HUSTEF ¢ vmo

1. Three concepts
2. Three words

3. Three techniques

e Consise description of what could go wrong and its impact

Cause

e Description of what leads to the effect

Control

e \What is, or can be done, to prevent the risk from occuring


https://www.youtube.com/user/altenfrance
https://www.linkedin.com/authwall?trk=ripf&trkInfo=AQFrOVGd5j-ehwAAAWY43EZgcCw1zBfYArwe0ANOBGdDgksB7kw2f2UC01E3if66ein-8fMD17fN5KNKVjHZWrLNE8WR9uP5ZFXr9ObmojPKnvvtED2VY3LoLXfdDnIsm1evbk0=&originalReferer=http://www.alten.com/&sessionRedirect=https://www.linkedin.com/company/alten
https://twitter.com/Alten_france
http://www.alten.com/

Risk Identification

Nree concepts
hree words
Nree techniques

GIVEN — WHEN - THEN

GIVEN the system / application is ...
WHEN a certain cause is triggered
THEN the effect is

GIVEN a certain cause is triggered
WHEN control is taken
THEN the effect does not materialize
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Risk Identification

Nree concepts
hree words
nree techniques

GIVEN the system is in state X
WHEN unwanted event is fired

Use techniques that THEN the effect is
fit you / your project

GIVEN the application is at flow diversion point A
WHEN path # is taken
THEN the effect is

GIVEN the software is running
WHEN data [M, N, O, P] is combined
THEN the effect is
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Risk Identification

1. Three concepts
1. Effect
2. Cause
3. Control
2. Three words
1. Given
2. When
3. Then
3. Three techniques
1. STT Make your own choice!
2. CFT

3. DCT
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Risk Management

e Risk Management Process

HUNGARIAN SOFTWARE TESTING FORUM

RISK IDENTIFICATION

The process of finding, recognizing
and recording risks

® Initial notice of a risk
- Expect the unexpected

RISK ANALYSIS

The process to comprehend the
nature of risk and to determine the
level of risk

® Assessment of the risk
— Rate its importance

RISK EVALUATION OR CONTROL

Determine the significance of the risk
and make decisions about risk
treatment actions

® Dealing with the risk

- Ignore, Transfer, Mitigate or create
Contingency Plan
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E| Risk Analysis
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E| Risk Analysis
e Assessment of the risk
Risk assessment is the study of the identified risks, specifically, categorizing each risk and determining

its risk level — ISTQB® CTAL-TA v3.1.1

impact
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Risk Analysis

Assessment of the risk

ALTEN

What happens in real life

Note 1. Rating 1-5: 1 = no, not at all 5 = yes, very much
Note 2: Take care that, as far as possible, there is an even distribution (over functions) of 1-5 in each collumn

Risk Factors ‘Ilntegration‘I ) ) ) 'Many (new) v ) ) v ) 1 '
of more New |Inexpe- |3rd party Many
Multi site than two |Complex [New tools |rienced |components |Multiple High time [Highly bugs in  |Many Total Damage /|Usac Far tOO many faCtorS
Functionality 4.developement products |function [function |used |dewveloper |used ? dewelopers |pressure [optimised |past interfaces |probability Jimpact |frequ
arketing Rec. being assessed
0
0
20
1841 3
STI .
A 16,871 MEL
1527 ESS
Risk Priority ="
=
12 7
Numbers =
2 HI| | sefDL
determined without 34 D -
6 clerminea withou Matrices created
clear meaning of the e e : :
8 N oz with more questions
fe T DIV
numbers ] I than clarity
GEHN
4 = i =
15 21 2 33 39 45 BH1 K7 63 69 U5
Impact

19
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Assessment of the risk

E| Risk Analysis @ HUSTEF s vmo

What happens in real life

Standards and policies do not always help

Should orange be

Y T TS treated different than

Probability yellow?
Remote Unlikely Possible Likely Certain
Severity 1
Fatal injuries, death Catastrophic 5 5
Extensive injuries High 4 @
Medical assistance Medium 3 3
required
First aid procedures Low 2 2
Small bruises, cuts Negligible 1 1

4 can be in two

categories? 8 is higher risk than 9?
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Assessment of the risk with the rule of three

He /.

The rule of 3

Risk Analysis

1. Three words

2. Three levels
3. Three techniques

HUNGARIAN SOFTWARE TESTING FORUM

s, e.g., 21
really
different than

18

Good, is & enough

= Good is good enough

20 7

18,41 >
16,81 - MER ]
How ol
significant _naef
are the S | =
8 | DL
numbers? 5104
g+ RTC
72 DIV
SHD
BE 1

5 21 27 33 39 45 51 57 63 6 75
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Risk Analysis @ HUSTEF s vmo

Three words

Three levels
Three techniques

H O /. HIGH — MEDIUM — LOW
The rule of 3

High

2
- 8l S
g =| 3
S M =
=
3 3
S S
Low Low Medium

Impact
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Risk Analysis

nree words
nree levels
nree techniques

Risk Poker, Impact & Likelihood Assessement and Lean Risk Wall of Fame
The rule of 3
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Risk Analysis

. Three words
e Goodis (good) enough

. Three levels

The rule of 3 1. High

2. Medium
3. Low

. Three techniques
1. Risk Poker
2. Likelihood and Impact Assessment

3. Lean Risk Wall of Fame
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Risk Management

e Risk Management Process

HUNGARIAN SOFTWARE TESTING FORUM

RISK IDENTIFICATION

The process of finding, recognizing
and recording risks

® Initial notice of a risk
- Expect the unexpected

RISK ANALYSIS

The process to comprehend the
nature of risk and to determine the
level of risk

® Assessment of the risk
— Rate its importance

RISK EVALUATION OR CONTROL

Determine the significance of the risk
and make decisions about risk
treatment actions

® Dealing with the risk

- Ignore, Transfer, Mitigate or create
Contingency Plan
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E| Risk Evaluation or Control

ALTEN
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Risk Evaluation or Control @ HUSTEF ¢ v m o

Dealing with the risk

Mitigate

Tra n sfe r

Like

Low

High

Low Medium High

Contingency Plan Impact

Likelihood
Medium

Low Medium High

I\Low

Ignore Impact
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Dealing with the risk

What happens in real life

| want to mitigate
this

HARE
s

Low Medium High

Which steps to take?
Which test technique to use?
Where to test?

- When to test? \

High

Likelihood
Medium

Low
>

Impact
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Risk Evaluation or Control @ HUSTEF ¢ vmo

Dealing with the risk

And how to report?

Numbers only or
risk items?

-ﬁ - Numbers can mask ‘risk flips’

igh

H

kS
ol 5
— Does the current status
. provide enough info?
3 X = to take actions
= to estimate remaining work

Low Medium High = {0 ...

Impact
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Risk Evaluation or Control @ HUSTEF ¢ vmo

Dealing with the risk

And how to report?

Waterfall charts can help
in visualizing risk

mitigation activities ...

Is this an
... but has some acceptable level?

drawbacks

Per risk? Values based on
Overall RPN? Risk Priority
Number

Sprint 1 Sprint 2 Sprint 3 Sprint 4 Sprint 5 Residual risk
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E| Risk Evaluation or Control @ HUSTEF ¢ v n o

1. Three steps
2. Three mappings
3. Three visualizations

A\ TEST, IDENTIFY & (RE-)ASSESS
3

The rule of

[
j —
X —— ® . ‘ .
X — e P2 LS
Run tests ldentify new risks Assess new risks

(if any) and risk being
mitigated
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E| Risk Evaluation or Control @ HUSTEF ¢ v n o

Dealing with the risk with the rule of three

'S

1. Three steps

N
J’;N 2. Three mappings

3. Three visualizations

H O / Map EFFECTS, CAUSES and RISK LEVELS
The rule of 3
1. The effect is triggered by an event, transition, state, path, CRUD actions, ...
- Map effects to Coverage Items
2. The cause will be found in a function, an interaction, a workflow, ...
- Map Causes to Test Levels
3. The Risk Level determines the required thoroughness of testing
- Map Risk Levels to Test Design Techniques

¢ CC, DC, C/DC e ECT + MC/DC
e CFT / Paths depth 1 e CFT / Paths depth
e EP, BVA e CTIM4P

e STT O-switch

VI N-wise

examp\e e STT N-switch

. EG, ET
o SYN

e EA
e SEM

e RET, SUT
e UCT
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Risk Evaluation or Control

Dealing with the risk with the rule of three 32

ALTEN

ree steps
hree mappings
Nree visualizations

H O INITIAL STATUS, CURRENT STATUS, TREND and/or TRANSITION

M B llﬁ

Initial status » Trend / transition > Current status
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Risk Evaluation or Control

Dealing with the risk with the rule of three

1. Three steps
1. Test
2. ldentify
3. (Re-)assess
2. Three mappings
1. Effects to Coverage Items
2. Causes to Test Levels
3. Risk Levels to Test Design Techniques
3. Three visualizations
1. Initial assessment
2. Current assessment

3. Transition and/or trend
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Risk Management HUSTEF

Risk Management Process

ALTEN

RISK IDENTIFICATION RISK ANALYSIS RISK EVALUATION OR CONTROL

" Three concepts ® Three words " Three steps
" Three words " Three levels ® Three mappings
" Three techniques " Three techniques " Three visualizations
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

O Risk Identification

He /

The rule of 3 Use 3 concepts, 3
words and 3
techniques!
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

® Risk Assessement

He /

The rule of 3
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

® Risk Assessement

He /

The rule of 3

Higher risk than

1st one?

Or lower?

)
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

® Risk Assessement

He /

The rule of 3 3 words:
Good is good
enough!
Higher risk than
1st one? 7
4
Or lower?

)
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

® Risk Assessement

He /

The rule of 3
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Risk Management

a

ALTEN

Lean Risk Wall of Fame

® Risk Assessement

3 levels:
H O /.

High
The rule of 3
(unacceptable), Low

(acceptable) and
Medium (to be
discussed)

Unacceptable above

Acceptable below
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Risk Management @ HUSTEF ¢ vmo

Lean Risk Wall of Fame

41

ALTEN

© Risk Evaluation or Control

He /

The rule of 3 0
(@) .
S 7= 3 mappings
Q o
© .
a testing
(]
(@)
(@)
©
[
) y
y
| 4
] | ] | ] | ] L _____________________________________________
2
o
() 4
O
(O]
e
©
B 4
(]
U .
< time


https://www.youtube.com/user/altenfrance
https://www.linkedin.com/authwall?trk=ripf&trkInfo=AQFrOVGd5j-ehwAAAWY43EZgcCw1zBfYArwe0ANOBGdDgksB7kw2f2UC01E3if66ein-8fMD17fN5KNKVjHZWrLNE8WR9uP5ZFXr9ObmojPKnvvtED2VY3LoLXfdDnIsm1evbk0=&originalReferer=http://www.alten.com/&sessionRedirect=https://www.linkedin.com/company/alten
https://twitter.com/Alten_france
http://www.alten.com/

Risk Management HUSTEF

HUNGARIAN SOFTWARE TESTING FORUM

Lean Risk Wall of Fame

ALTEN

© Risk Evaluation or Control

He /

22 AN

Theruleof3 o J

o .
© 7 testing 3 mappings, 3 steps
[
: 9
O
B 7
Y Re-evaluate
@
c
) 4

' )

|4

e e e e e e e e e e e e e e e e e e e e e

3
o
v 4
o)
[
o
©
B y
O
< time
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Risk Management @ HUSTEF ¢ vmo

Lean Risk Wall of Fame

ALTEN

© Risk Evaluation or Control

He /

The rule of 3 0 J
@)
'§ Re-evaluate Repeat until
5 unacceptable risks are
) . = J at least below this line
]
c
-) 7 testing

3 mappings, 3 steps

and 3 visualizations

Acceptable below

time
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Risk Management HUSTEF

Risk Management Process — Lean Risk Wall of FAme summary

RISK IDENTIFICATION RISK ANALYSIS RISK EVALUATION OR CONTROL

J j ----------------- Unacceptable lllllllllllllllllllll
----------- above

Acceptable

J J below
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