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OBSERVABILITY

TN CONTROL THEORY, OBSERVABILITY IS THE
MEASURE OF HOW WELL INTERNAL STATES
OF A SYSTEM CAN BE INFERRED FROM
KNOWLEDGE OF ITS EXTERNAL OVTPUTS, ‘; "

-



OBSERVABILITY

TN CONTROL THEORY, OBSERVABILITY IS THE
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“MEASVRE OF HOW WELL"” MEANS IT'S A SCALE
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“MEASURE OF HOW WELL"” MEANS IT'S A SCALE
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EXTERNAL OVTPUTS COME (N DIFFERENT FORMS
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OBSERVABILITY

IN CONTROL THEORY, OBSERVABILITY IS THE
MEASURE OF HOW WELL INTERNAL STATES
OF A SYSTEM CAN BE (NFERRED FROM
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OBSERVABILITY ENABLES
VMNDERSTANDING THE "OTHER”
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CHARACTERISTICS OF VALVABLE OVTPVUTS

raw events

no pre-aggregation

structured data

arbitrarily wide events
schema-less-ness

high cardinality dimensions
oriented around request lifecycle
batched up context

exploration over static dashboards
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CHARACTERISTICS OF VALVUABLE OVTPVTS

raw events
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arbitrarily wide events
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high cardinality dimensions
oriented around request lifecycle
batched up context

exploration over static dashboards
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no pre-aggregation
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arbitrarily wide events
schema-less-ness

high cardinality dimensions
oriented around request lifecycle
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THE PROMISE OF
MONITORING V5 MY REALITY

MY ROLLERCOASTER TOVRNEY WITH
VNDERSTANDING METRICS AND
PRE-AGGREGATION



METRICS AS SIGNAL FOR SUCCESS (OR FAILURE)

O'REILLY

= Chapter 6 - Monitoring Distributed Systems
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Site The Four Golden Signals

Reliability
Engineering

The four golden signals of monitoring are latency. traffic,
errors. and saturation. If you can only measure four

metrics of your user-facing system, focus on these four.

Edited by Betsy Beyer, Chris Jones,
Jennifer Petoff & Niall Murphy
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HOw I IMAGINED METRICS + ALERTS WOULD WORK

i
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WHAT METRICS ACTVALLY LOOKED LIKE
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BUT TRENDS CAN BE HELPFUL

2 Standard
;(/)_}e_vio‘tior\s
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THE PLAN:
STAMNDARDISE METRICS
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THE WAY METRICS ARE STORED MEANS
WE HAD TO PRE-DEFINE TWO ITEMS:
). BUCKETS
2. Wwpows
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BUCKETS: AGGREGATION OF DATA FOR STORAGE

&

http_requests_seconds_bucket

*“le” stands for “less than or equal to”



BUCKETS: AND THEN TALLIED

‘ . EXAMPLE.cOM/carT in 68.2% seconds
) EXAMPLE.COM/BIG_FILE iN § seconds

\ le=0.05 | \ le=01 /

http_requests_seconds_bucket

*“le"” stands for “less than or equal to”



Offset

Tweek 2week 3week 4week

UWinbows: DEFINE WHEN THE DATA IS REVIEWED

http_requests_seconds_bucket
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4 week

Offset

Tweek 2week 3week
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WE COLLECTED REAVESTS PER BUCKET, PER WINDOW
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ROLLING THIS OUT TOOK A NUMBER OF CHANGES

40 services

4 core languages

3 architectural eras

2 transport protocols (http and gRPC)

N 2 2

...and a partridge in a pear tree
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WE WERE READY TO BUILD SOME COOL STVFF

groups:
- name: kpi_daily.rules
rules:
- record: app:latency:ratel@m
expr: sum(rate(http_requests_seconds_bucket[10m])) without (instance)

- record: app:latency:p99
expr: histogram_quantile(0.99, app:latency:ratel®m)

- record: app:latency:offset_p99
expr: app:latency:p99 offset 1w
labels:

offset: 1w

- record: app:latency:offset p99 Opened7monthsagoby@D Edit Report abuse

expr: app:latency:p99 offset 2w

132‘;}:; o DevOps Guild - Latency Recording Rules
- record: app: 1atency : offset_p99 AWS services have a standard set of metrics defined. This MR adds some recording rules for the ones related to latency so we can build some cool
expr: app:latency:p99 offset 3w § stuff
labels:
| offset: 3w
- record: app:latency:offset_p99
expr: app:latency:p99 offset 4w
labels:
offset: 4w
e
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CONSISTENCY GENERATED A TON OF LEARNING

88 KPIs » Warhol KPIs -~

env Thanos-Prod v percentile 99~

> How to use this dashboard (7 panel)

v Stats

endpoint_name

/project/<project_id>/thumbnail/<thumbnail_size>

endpoint_name

/transient/pack_design/preview/composite

endpoint_name

/project

i v @ & = @®Last3hous Q & ~

Slowest endpoints

method
GET
Highest throughput endpoints
method prometheus_env
POST aws-prod
Highest error %
method prometheus_env
POST aws-prod

prometheus_env  Value v

aws-prod 9.58464 s

Value v

0.14 reqps

Value

0%
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DATA COLLECTION REQVIRED ASSUMPTIONS,
AND WE WEREN'T ALWAYS CORRECT.

groups:
- name: kpi_daily.rules
rules:
- record: app:latency:ratel@Om
expr: sum(rate(http Tequests_seco

Tuesday, February 26th

—Tr

Unfortunately my recording rules for latency from the old “standards” used for metrics from python
and java services were sampling too short a period and the data is far to spikey to be meaningful. This
MR extends it to 1h and also adds metrics for error rate % of endpoints.

Looking for ¢« ¢ and ; =« please

- record: app:latency:p99 : ) 4
http:/gitlab.office.moo.com/ops/ansible/merge_requests/2479/diffs

expr: histogram_quantile(0.99, app:latency:ratel@m)

groups+
- name: kpi_Uws
rules:

- record: app:latency:offset_p99
expr: app:latency:p99 offset 1w

.rules

labels: - record: app:lateffty
offset: 1w expr: sum(rate(http_Teguests_seconds_bucket[1h])) without (instance)

- recora: app: tatencyTo
expr: app:latency:p99 offse
labels:

offset: 2w

- record: app:latency:offset_p99
expr: app:latency:p99 offset 3w
labels:

offset: 3w

- record: app:latency:offset_p99
expr: app:latency:p99 offset 4w
labels:

offset: 4w

- record: app:latency:p99
expr: histogram_quantile(0.99, app:latency:ratelh)

record: app:latency:offset_p99
expr: app:latency:p99 offset 1d

offset: 1d
ore—mpp=rmency :of fset_p99
expr: app:latency:p99 offset 2d
labels:
offset: 2d
- record: app:latency:offset_p99
expr: app:latency:p99 offset 3d
labels:
offset: 3d
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4 week

3week

Offset

1week 2 week

AND WE ENDED VP THROWING IT ALL AWAY
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AT LEAST ONCE VPDATED, WE ARE SET RIGHT?

88 > Warhol KPIs - mir 2B = Olast7days Q & ~

groups:
- name: kpi_daily.rules
rules:
- record: app:latency:rateih
expr: sum(rate{http_requests_seconds_bucket[1h])) withou

- record:§app: latency:p39
expr: h"s%mm%ﬂ(o.%. app:latency:ratelh)

- record: app:latency:offset_p99
expr: app:latency:p99 offset 1d
labels:
| offset: 1d

- record: app:latency:offset_p99
expr: app:latency:p99 offset 2d
labels:
| offset: 2d

- record: app:latency:offset_p99
expr: app:latency:p99 offset 3d
labels:
| offset: 3d

- record: app:latency:offset_p9%
expr: app:latency:p98 offset 4d
labels:
| offset: ad

record: app:latency:offset_p99

env  Thanos-Prod » percentile 090G w

v Stats

Slowest endpoints

endpoint_name method prometheus_env  Value

/transient/pack_design/preview/composite aws-prod
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THAT DEPENDS...
ARE YOU READY FOR THE TRVTH?
WE WEREN'T.
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BUT WE FOVND (T,
WE ASKED OURSELVES...

“WHAT IS THE USER IMPACT OF
THE 99T PERCENTILE”
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V% 1S sSMALL RIGHT? NOPE! Sbk vsERS!

Selected Fields

7 _douree

Available Felds

oaxa0Eo PY

Popular

New Save Open Share < O last7days >
|
Search,. (e.g. status:200 AND extension:PHP) Uses lucene query syntax [n\
Utrarsient/pack design/prsdewicomposite” BEGEERHICS 4 Actions »
@ Cctaber 2nd 2019, 08:55:24,965 - October 9th 2019, 08:5%:24.9%65 —  Auto v
1500
E o
g
-
“ I Ill M| II all lIII i Il
2191008 0N 2Npn05 000 21191006 ) 2018007 00100 1 caarm J018A0692 M 00
oL ) 1 >
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BUT S5 ISN'T s6 BAD. AT LEAST IT ISN'T LIKE...10s!

New Saw Opent Share <€ O Last 7 da >
3095 | o 88 > Warhol KPIs - as o 2 # o Ousiidys @ 2 ~

execution_time>10 J ICEND QUETY SYIax n
|
el CAransisotipack cesigrvpreveaoomeodte” RS RIRESITEE 3 ALLoni»

env  Thanos-Prod » percentiie 99 ~

Oxiober 2nd 2019, 09:24:10,917 - October Sth 2016, 05:2410517 —  Auto v
o
’ « Stats ,
‘ ‘ f Slowest endpoints
| |
: J! s n " |'. ’ . | | endpoint_name maothod prometheus_env  Value v
S . e . POST B
< T Jtransient/pack_design/preview/composite aws-prod 513067 s

wxecution time

» October 9th 2019, M6:40:39.48¢ 12.703

568,267 hits New Save Open Share < O Last7days >

Search,. (e.g. status:200 AND extension:PHP) 585 IUCene query syntax g
url_rule; irarsient/pack_design/presiew/composite” BEREERIIES 4 Actions »

L create-pythor-access

Octaber 2nd 2019, 08:55:24,955 - October 9th 2019, 08:59;24.965 — Auto v

Selected Fields Bl 0

lfTH[ ”

L

= il

¥ execution_time

3

il

Count

1




TURNS OVT, METRICS SOMETIMES HAVE TO GVESS

88 > Warhol KPIs - s N BB F Olestitdays Q C «
env  Thanos-Prod » percentile 99w
v Stats

Slowest endpoints

endpoint_name mothod prometheus_env Value ~

POST
/transient/pack_design/preview/composite aws-prod 513067 s

(it

e=5 I




WHILE CONSISTENT METRICS PROVIDED A
STEP FORWARD WITH TRENDING...

IN RETROSPECT, THIS WAS NOT MATURE
OBSERVABILITY
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YOV CAN NEVER REGAIN ORIGINAL CONTEXT AND
DETAIL. YOV WILL ONLY EVER ANSWER
PREDETERMINED QUESTIONS,

@A_BANGSER



CHARACTERISTICS OF VALVUABLE OVTPVTS

raw events

structured data

arbitrarily wide events
schema-less-ness

high cardinality dimensions
oriented around request lifecycle
batched up context
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DATA IS NOT THE SAME
AS (NFORMATION

WHEN COLLECTING DATHA, THINK FIRST
ABOVT HOW YOV WILL TVRN THAT INTO
VUSEFVL (NFORMATION THROVGH QVERIES



HUMANS HAVE ALWAYS LOGGED

0 e HelloWorld [/IntelliJ/HelloWorld] - .../src/com/example/helloworid/HelloWorld.java [HelloWorld]
'z Helloworld * ' src - ©w com [ example = [n helloworld = & Helloworld [ 4 ] HelloworldJar v P\ 5 G Q .

" Project ~ € = fx — @ Helloworldjava

» 5 HelloWorld /IntelliJ/Helloworld package com.example.helloworld; v

» Il External Libraries

i »  public class Helloworld {
“o Scratches and Consoles

3 public static void main(String[] args) {
System.out.println(“Hello, World!");]
}

S W=

O ~Jovn
—

Run: HelloWorldJar 2 -
> | 1 /Library/Java/JavaVirtualMachines/jdk1.8.0_162.jdk/Contents/Home/bin/java -Dfile.encoding=UTF-8 -jar
/Intellil/HelloWorld/out/artifacts/HelloWorld_jar/HelloWorld.jar
| Hello, World!

Process finished with exit code @




WE HAVE ALSO ALWAYS WANTED MORE

» September 23rd 2019, 14:14:24.492 Backfill: order 7a82dd3a ship contains backfill method 116
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oo BND MORE

» September 23rd 2019, 14:14:24.492 Backfill: order 7a82dd3a ship contains backfill method 116

» September 23rd 2019, 14:14:24.587 order com.moo.order.model.Order@38bcef54 orderRequestData
com.moo.order.service.spi.0OrderRequestData@22ff6d80o
validWebsite true, customerType SOHO ,
doesNotContainSamplePack

‘7 truedoesNotContain50luxeProductShippedByUPSMI true,

matchesFirstOrderCriteria true




STRUCTURE CAME LATER

g logstash

"Request",
"%{URIPROTO: request uri scheme}://
${HOSTNAME: request uri host} (?::%{POSINT:request uri port})
?%{URIPATH:request uri path} (?:3%{URIPARAM:request uri query})?"

}
t request_uri_host @ Q@ [0 * internal-dtapi-prod-1b-341710652.eu-west-1.elb.amazonaws.com
t request_uri_path @Q Q [T % /api/template-style/122/None/
# request_uri_port @ Q@ % 8,085
t request_uri_query @ Q (1 % ?cornerType=square_corners&productType=businesscard
t request_uri_scheme Q@ Q M * http




»

»

»

»

-—9

.. BND OF COVRSE WE WANTED MORE

mutate {
split => { "uri_array" => "/"}
add field => {

"uri root" => ["/%{[uri_array][1]}"]
"uri first" => ["/%{[u i _array] [2]}"]
"uri second" => ["/%{[uri _array][3]}"]
"uri root first™ => "Sfuri root}${uri first}"
"uri root second" => "${uri root}%{uri first}%{uri second}”
}
September 23rd 2019, 14:35:42.041 / /project /cd97cc1a231d485ca71dbbdfd9d4
September 23rd 2019, 14:35:42.039 /pricing /getUnitPrice.do /%{[uri_array][3]}
September 23rd 2019, 14:35:42.035 /pricing /getUnitPrice.do /{[uri_array][3]}

September 23rd 2019, 14:35:42.@33 /hello /%{[uri_array][2]} /%{[uri_array][3]}




WAIT A SECOND...
WHAT EVEN IS LOGOGING?
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IMAGINE AN IMAGE MANIPULATION APP

Manipulate

Manipulate Images

Orchesrate different image ranstormations on your image

Apply Grayscale

Apply Rosation

Erer rotation degeeas, eg W

Resize

es resizing factor: (O..n}

Flip image
veracally &l
W honizontalty 9
Persist image 3
oheer name 3
9

Submit Query

Workshops 2019




A DEEP DIVE ON HOW LOGS ARE WRITTEN

@PostMapping ("flip")
public ResponseEntity flipImage (@RequestParam("image") MultipartFile file,
@RequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER. info ("Receiving image to flip.", file.getContentType())
byte[] flippedImage = imageService.flip (file, vertical, horizontal) ;
if (flippedImage == null) {
new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;
}
LOGGER.info ("Successfully flipped image id: {}", file.getId())

@A_BANGSER

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK) ;



A DEEP DIVE ON HOW LOGS ARE WRITTEN

@PostMapping ("flip")
public ResponseEntity flipImage (QRequestParam("image'") MultipartFile file,
@RequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER.info ("Receiving image to fl.LOGGER.info ("Receiving image to flip.", file.get(
byte[] flippedImage = imageService.flip (file, vertical, horizontal)
if (flippedImage == null) {

new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;

}
LOGGER.info ("Successfully flipped image id: {}", file.getId())

@A_BANGSER

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK);



A DEEP DIVE ON HOW LOGS ARE WRITTEN

@QPostMapping ("flip")
public ResponseEntity flipImage (QRequestParam("image'") MultipartFile file,
@RequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER. info ("Receiving image to flip.", file.getContentType())
byte[] flippedImage = imageService.flip (file, vertical, horizontal)
if (flippedImage == null) {
new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;
}
LOGGER.info ("Successfully flipped image id: {}", file.getId())

@A_BANGSER

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK) ;



A DEEP DIVE ON HOW LOGS ARE WRITTEN

@QPostMapping ("flip")
public ResponseEntity flipImage (QRequestParam("image'") MultipartFile file,
@RequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER. info ("Receiving image to flip.", file.getContentType())
byte[] flippedImage = imageService.flip (file, vertical, horizontal) ;
if (flippedImage == null) {
new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;

}
LOGGER.info ("Successfully flipped image id: {}", file.getId())

@A_BANGSER

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK) ;



A DEEP DIVE ON HOW LOGS ARE WRITTEN

@QPostMapping ("flip")
public ResponseEntity flipImage (QRequestParam("image'") MultipartFile file,

@RequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER. info ("Receiving image to flip.", file.getContentType())
byte[] flippedImage = imageService.flip (file, vertical, horizontal) ;

if (flippedImage == null) {

new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;
}

= WGSER

LOGGER.info ("Successfully flipped iLOGGER.info ("Successfully flipped image id: {}f,
<

@

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK) ;



A DEEP DIVE ON HOW LOGS ARE WRITTEN

@PostMapping ("flip")
public ResponseEntity flipImage (QRequestParam("image") MultipartFile file,
@QRequestParam(value="vertical") Boolean vertical,

@RequestParam(value="horizontal") Boolean horizontal

LOGGER. info ("Receiving image to flip.", file.getContentType())
byte[] flippedImage = imageService.flip (file, vertical, horizontal) ;
if (flippedImage == null) {
new ResponseEntity<>("Failed to flip image", HttpStatus.INTERNAL SERVER ERROR) ;
}
LOGGER.info ("Successfully flipped image id: {}", file.getId())

@A_BANGSER

return new ResponseEntity<> (flippedImage, headers, HttpStatus.OK) ;




Time message

> Oct 21, 2019 @ 20:17:57.899 Successfully flipped image id: flegrievdiwxt@d7vknf

> Oct 21, 2019 @ 20:17:57.822 Receiving image/png image to flip.

g
N
3
3




SURE,
BUT WHAT ELSE IS THERE?
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IN CONTRAST, HOW EVENTS ARE WRITTEN

@PostMapping ("£f1lip")

public ResponseEntity flipImage(...) {
EVENT.addField("content.type", file.getContentType() )
EVENT.addField("action", "flip");
EVENT.addField("image id", file.getId()):
EVENT.addField("flip vertical", vertical);

EVENT.addField("flip horizontal", horizontal);

LOGGER.info ("Receiving {} image to flip.", file.getContentType () )

byte[] flippedImage imageService.flip(file, vertical, horizontal);

LOGGER. info ("Successfully flipped image id: {}", file.getId()):

EVENT.addField ("action.success", "true");

@A_BANGSER

return new ResponseEntity<>(flippedImage, headers, HttpStatus.OK) ;



IN CONTRAST, HOW EVENTS ARE WRITTEN

@PostMapping ("£flip")

public ResponseEntity flipImage(...) {
EVENT.addField("content. type", file.getContentType() )
EVENT.addField("action", "£flip");
EVENT.ad&Fieid("image_id", fiie.getId());
EVENT.addFieid("fiip_verticai", verticai);

EVENT.addField("flip horizontal", horizontal);

LOGGER.info ("Receiving {} image to flip.", f£ileLOGGER.info ("Receiving {} image to flip.", file.ge:

byte[] flippedImage imageService.flip(file, vertical, horizontal);

LOGGER. info ("Successfully flipped image id: {}", file.getId()):

EVENT.addField ("action.success", "true");

@A_BANGSER

return new ResponseEntity<>(flippedImage, headers, HttpStatus.OK) ;



IN CONTRAST, HOW EVENTS ARE WRITTEN

@PostMapping ("£flip")

public ResponseEntity flipImage(...) {
EVENT.addField("content. type", file.getContentType() )
EVENT.addField("action", "£flip");
EVENT.ad&Fieid("image_id", fiie.getId());
EVENT.addFieid("fiip_verticai", verticai);

EVENT.addField("flip horizontal", horizontal);

LOGGER.info ("Receiving {} image to flip.", file.getContentType () )

byte[] flippedImage imageService.flip(file, vertical, horizontal) ;

LOGGER. info ("Successfully flipped image id: {}", file.getId()):

EVENT.addField ("action.success", "true");

@A_BANGSER

return new ResponseEntity<>(flippedImage, headers, HttpStatus.OK) ;



IN CONTRAST, HOW EVENTS ARE WRITTEN

@PostMapping ("£flip")

public ResponseEntity flipImage(...) {
EVENT.addField("content. type", file.getContentType() )
EVENT.addField("action", "£flip");
EVENT.ad&Fieid("image_id", fiie.getId());
EVENT.addFieid("fiip_verticai", verticai);
EVENT.addField("flip horizontal", horizontal);

LOGGER.info ("Receiving {} image to flip.", file.getContentType () )

byte[] flippedImage imageService.flip(file, vertical, horizontal);

SER

LOGGER. info ("Successfully flipped image id: {}" LOGGER.info ("Successfully flipped image id: {}", i

EVENT.addField ("action.success", "true");

@A_BA

return new ResponseEntity<>(flippedImage, headers, HttpStatus.OK) ;



IN CONTRAST, HOW EVENTS ARE WRITTEN

@PostMapping ("£flip")

public ResponseEntity flipImage(...) {
EVENT.addField("content.type", file.getContentType() )
EVENT.addField("action", "flip");
EVENT.addField("image_id", file.getId()):
EVENT.addField("flip vertical", vertical);
EVENT.addField("flip horizontal", horizontal);

LOGGER.info ("Receiving {} image to flip.", file.getContentType () )

byte[] flippedImage imageService.flip(file, vertical, horizontal);

LOGGER. info ("Successfully flipped image id: {}", file.getlId()):

EVENT.addField("action.success", "true"):
EVENT.addField("content tvoe". file.getContentType
EVENT . addField("action". "flin") :edImage. headers, HttpStatus OK) ;

EVENT . addField("imace id". file.acetId()):
} EVENT.addField("flip vertical". vertical) :
EVENT.addField("flip horizontal". horizontal) ;

@A_BANGSER

EVENT . addField("action.success". "true") : T JE— ST Sl ——



COMPARING LOG AND EVENT OVTPYT

Time message

Multiple logs

A single event

> Oct 21, 2019 @ 20:17:57.899 Successfully flipped image id: flegrievdiwxt@d7vknf

> Oct 21, 2819 @ 20:17:57.822 Receiving image/png image to flip.

5 Expanded document

Table JSON
© #atimestamp Oct 21, 2019 & 20:17:57.822
t action flip

t action.success true

t content.type image/png

t 1image.id 5daed465b43b742b635bbBA16€b49014
t flip.horizontal false

t flip.vertical true




KEY:VALVE MAKES DATA MORE ACCESSIBLE

Time message

> Oct 21, 2019 @ 20:17:57.899 Successfully flipped image id: flegrievdiwxt@d7vknf

> Oct 21, 2019 @ 20:17:57.822 Receiving image/png image to flip.

5 Expanded document
Table JSON

gtimestamp Oct 21, 2019 & 20:17:57.822
action flip

action.success true

content . type image/png |

t 1image.id 5daeP465b43b742b635bbBB16eb49814
t flip.horizontal false

t flip.vertical true




. BND ALL WITHIN THE SAME CONTEXT

Time message

> Oct 21, 2019 @ 20:17:57.899 Successfully flipped image id: fleqrievdiwxt@d7vknf
4
N

N
> Oct 21, 2019 @ 20:17:57.822 Receiving image/pngsimage to flip.

Expanded document

@ #dtimestamp Oct 21, 2019

-
action flip

N\

\ ?i‘,:"l 3T =1
N action.success true U
content . type image/png

image.id 5daeP465b43b742b63 5bbba16eb49814

t flip.horizontal false

t flip.vertical true




Time message

> Oct 21, 2019 @ 20:17:57.899 Successfully flipped image id: flegrievdiwxt@d7vknf

> Oct 21, 2019 @ 20:17:57.822 Receiving image/png image to flip.

5 Expanded document

Table JSON

o]
t

gtimestamp

action

Oct 21, 2019 & 20:17:57.822
flip

action.success true

content . type

image.id

image/png
5daed465b43b742b635bbBB16eb49014

flip.horizontal false

flip.vertical

true




BETTER DATA STRUCTURES SUPPORTS MORE
DEMOCRATISED DEBVGOGING

COMPLEX SYSTEMS REQUIRE A LOW FRICTION WAY TS ADD FIELDS FOR ADDED

CONTEXT AND SEARCHABILITY AND A WAY T8 COMBINE TECHNICAL CONTEXT WITH
BUSINESS CONTEXT S —

e fb,,) %,

.. %

£




YOU HEARD OF TRACING?

THAT IS TUST EVENTS WITH
SOME EXTRA IDS THROWN (N!

@A_BANGSER



CHARACTERISTICS OF VALVUABLE OVTPVTS

raw events

structured data

=> arbitrarily wide events
schema-less-ness
high cardinality dimensions
oriented around request lifecycle
batched up context

=> exploration over static dashboards

@A_BANGSER



. DEBUGGING DISTRIBUTED %
. SYSTEMS IS DIFFICULT

. ESPECIALLY WHEN BUSINESS IMPACT IS a'ﬁ‘.
THE LINE, LET'S TALK (NCIDENT RESPONSE.




Friday, March 15th
. PagerDuty APP 14:54
Triggered #11356: [FIRING:1] Render2ServiceErrors5xx

Alert: Render2ServiceErrors5xx - warning
Summary: Render?2 is returning 5xx server errors

Assigned: AWS prod warning Service: AWS prod warning
Triggered by: Prometheus

s



Friday, March 15th

MOO Incident APP 15:14
@incidentteam : An incident has been triggered by an employee.

Incident
CS are reporting workerbee is inaccessible and customers are reporting site issues with

Incident #11357
Slack Channel
#outage-11357

@a_




- 16 50
- )1 5:55 Found this trace from one of the recent long-running requests to Warhol
Sc Shot 2019-03-15 at 16.48.11.
Busmess customers have been getting 500 i E i

E G 5
Possibly related, around 14:50 t

SreerBhci st R SR ks sl B there was a pixel deployment earlier...

B Q1 -

Ly
N @

<some path to a JS file> has not been

Asset at path:
successfully cache-busted appeared many times in the
logs....is that bad, good, irrelevant?

The project for it has 87 designs...




.

Friday, March 15th

MOO Incident AP 1514
@incidentteam : An incident has been triggered by an employee.

Incident
CS are reporting workerbee is inaccessible and customers are reporting site issues with
uploads

ar Triggered via Slack (fincident) in #outage  Mar 15th

Incident #11357
Slack Channel
#outage-11357

0 Hi. We think there was temporary slowness across the system - that could have affected
Workerbee queries and possibly some actions on MOO.com. We're trying to assess the full

impact and root cause #outage-11357 (cdited)

G

4 We're continuing to investigate. Still believe there's an issue that could be causing actions to
fail across the website/workerbee #outage-11357

-wu

°We believe that the website struggled trying to handle a really, really large order - and this ate
up a lot of system resources. We're still trying to validate this theory - but from an impact view -
everything appears to be back to normal.

Have a a good (and outage-free) weekend. (eciied)




AND T HAPPENS...AGAIN...AND AGALIN...

Thursday, June 13th May 7th

. PagerDuty APP 14:53
Triggered #13189: [FIRING:1] PythonElbHasNoHealthyHosts ythonElbHasNoHealthyHosts

Alert: PythonElbHasNoHealthyHosts - critical PO+

~:;j"f__: Summary: warhol-prod-lb has O healthy host... 0 Riaabitas Kack

Monday, August 12th
Triggered #14132: [FIRING:1] PythonElbHasNoHealthyHosts | critical
ietheus

Alert: PythonElbHasNoHealthyHosts - critical

Summary: warhol-prod-lb has O healthy host... Q | (AR \'
Assigned: AWS prod critical Service: AWS prod critical . Q ’

Triggered by: Prometheus

Summary: warhol-prod-lb has O healthy host...

Assigned: AWS prod critical Service: AWS prod critical
Triggered by: Prometheus




Thread

X
@& platform-crew
F Jun 20th at 15:07
Can someone take a look at this, and let me know if | need to
come back to my desk?

Triggered #13309: [FIRING:1] ElbHigh5XXs

Alert: ElbHigh5XXs - critical
Summary: buildhub-prod-lb responses have a very high

5XX error rate (70.06...
Assigned@ID Service: AWS prod critical
| View in: AlertManager
81

15 replies

. Cheers dude.
. Wiarhol again...

@A_BANGSER




Narme =

Imagestare og vs resize og

Yisualise - New Horizons - Site imagestore Enhance OG vs Enhance resize (-
Visualise - New Horlzons - Site imagestore Enhance OG vs Enhance rasize (..
Yisualise - New Horizons - Site Imagestore OG enhance vs OG non enhance:.
Visualise - New Horizons - Site Imagestore OG enhance vs OG non enhance...

Yisualise - New Horizons Beyond lnfinlty - Site imagestore og,res:ze,er.hanc---

Visualise - Site imagestore OG enhance vs OG non enhance

Type

|l Vertical Bar
4t vertical Bar
|4l vertical Rar
l4«! vertical Bar
Lt Vertical Bar
l4t Vertical Bar

L&t Vertical Bar

1=70f7

<

?
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Response Latency
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Incident 11357 Debrief

Summary CS are reporting workerbee is inaccessible and customers are
reporting site issues with uploads
Start Date/Time 2019-03-15 15:00ish
~3 hours
End Date/Time 2019-03-15 17:17
Impact Customers unable to build and upload images. Workerbee
unusable . .
Incident 13190 Debrief
Summary Slowness and 5xx errors on MBS platform
Start Date/Time 2019-06-13 16:51
o
40 min
End Date/Time 2019-06-13 17:32
Impact MBS customers unable to use the site and complete orders




Opened 1 month ago by._ Edit | Report abuse

RNDR-1185 use threaded worker for bascule and warhol in
production

This change increases ability of bascule and warhol to handle concurrent requests from 24w per box to 12w*10t per box in production.

s
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W THEY WERE SENT TO THE FARM...
WITH LOTS OF FRIENDS




E"‘l{/&\')' PRIOCRITISE EXPLGQAT?GN?

DASHBOARDS ARE THE SCAR TISSVE OF PAST
INCIDENTS. FOCVS ON LEARNING ABOVT NEW
BEHAVIOURS AND ISSVES,



L2 JE Z 2 A

THESE CHARACTERISTICS DRIVE OVTCOMES

raw events The only way to ask new questions
' is to keep the original raw data
no pre-aggregation available and queryable

—

structured data

arbitrarily wide events Make data easy to

— add details to and

schema-less-ness
easy to query

high cardinality dimensions

— _—

oriented around the lifecycle of the request <
Empower creative

batched up context |__and shared
exploration based
static dashboards don't work, it must be on business context

exploratory

@A_BANGSER



56 HOW cAN I GET
STARTED?



IT DEPENDS ON YOUR CONTEXT

Remove pressure from your metrics by
understanding their use case better

Introduce more context to your log/event data?
Shift from logs to events where it makes sense?

Enable easier exploration instead of fancier
dashboards?

@A_BANGSER



v Vol

FOCVS ON OVUTCOMES,
OUR DESIRED OUTCOMES ARE:

Iterating quickly on feature development
Debugging user issues

Understanding usage patterns without
putting user privacy at risk

@A_BANGSER



ITERATE AVICKLY ON FEATVRE DEVELOPMENT

=> Provide rich contextual information in our logs

pipelineLogger := logger.WithValues/(
"pipelineKind", pipeline.GetKind(),
"pipelineVersion", pipeline.GetAPIVersion(),
"pipelineName", pipeline.GetName())

@A_BANGSER



ITERATE AVICKLY ON FEATVRE DEVELOPMENT

=> Provide rich contextual information in our logs

> Default access to a logger

type opts struct {
ctx context.Context
client client.Client
logger logr.Logger

Iy

@A_BANGSER



DEBVG VSER ISSVES

> Create a way to see / share logs easily

i #!/usr/bin/env bash

2

3 k8s_logger=${K8S_LOGGER:=kubect1}

4

5 context=${PLATFORM:=kind-platform}

6

7 context_flag="--context=${context}"

8 namespace_flag="--namespace=kratix-platform-system"

9 selector_flag="--selector=control-plane=controller-manager"

10 complete_pod_flags="${context_flag} ${namespace_flag} ${selector_flag}"
$ manager-logs E plete_pod_flags="$ xt_flag} $ pace_flag} $ _flag
+ kratix-t55tw » manager 12 container_flag="--container=manager"
kratix-774b9b9d45-t55tw manager 2023-09-24T11:11:12Z INFO | 13
Reconciling {"uid": "4556e", "promiselD": "namespace", "namespace":§ 14 T [[ $K8S_LOGGER == hubectl” || t $lwhich stern) 11; then
" . n ’ WonLi . ’.. " won 15 kubectl ${complete_pod_flags} logs ${container_flag} "$@"

resourceRequest": "namespace-example”, "kind": "Job", "name": "con| . ..
"nameSpaCG"Z "default”, "labels": 17 stern ${complete_pod_flags} ${container_flag} "$@"
{"kratix-promise-id":"namespace","kratix-promise-resource-request-id"y 18 fi

"af2543d1e1e8b1a87dcbc8842252297¢","kratix-workflow-action":"configure","kratix-workflow-kind":"pipeline.platform

kratix.io","kratix-workflow-promise-version":"v1alpha1","kratix-workflow-type":"resource"}}

@A_BANGSER



DEBVG VSER ISSVES

> Create a way to see / share logs easily

-> Beintentional about “noise”

—v=0

—v=1

—v=2

—v=3

—v=4

—v=5

—-v=6

—v=7

—v=8

--v=9

Kubectl output verbosity and debugging

Kubectl verbosity is controlled with the -v or --v flags followed by an integer representing the log level. General Kubernetes logging conventions and the associated log levels are
described here.

Verbosity Description

Generally useful for this to always be visible to a cluster operator.

Areasonable default log level if you don't want verbosity.

Useful steady state information about the service and important log messages that may correlate to significant changes in the system. This is the recommended default log level for most systems.

Extended information about changes.
Debug level verbosity.

Trace level verbosity.

Display requested resources.

Display HTTP request headers.
Display HTTP request contents.

Display HTTP request contents without truncation of contents.

@A_BANGSER



VNDERSTAND USAGE PATTERNS WITHOVT
PUTTING VSER PRIVACY AT RISK

Leverage the low cardinality of metrics

$ instruqt
The instruqt SDK command line client is used to create and manage tracks.

The upcoming release of the Instruqt CLI will automatically report crashes and basic usage statistics,
such as how many times a given command was used.




VNDERSTAND USAGE PATTERNS WITHOVT
PUTTING VSER PRIVACY AT RISK

Leverage the low cardinality of metrics

Allow users to turn this off

$ instruqgt

The instruqt SDK command line client is used to create and manage tracks.

The upcoming release of the Instruqt CLI will automatically report crashes and basic usage statistics,
such as how many times a given command was used.

|No personal information is collected.

If you wish to disable this reporting, run the following commands:

instrugqt config set report-crashes false # this will disable crash reporting
instrugt config set telemetry false # this will disable usage statistics reporting
'alternatively you can set the environment variable INSTRUQT_TELEMETRY=false

in order to disable usage statistics reporting
'and INSTRUQT_REPORT_CRASHES=false in order to disable crash reporting.




> Observability is a tool and each technique has its use
cases and challenges.

\7

Data collection is not the goal and is not magic.

\7

Focus on outcomes and use observability to achieve
them.

@A_BANGSER
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