Improve quality by
monitoring and observing
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Why we need to improve QA processes continuously?
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Continuous testing
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Traditional model compared to continuous testing

Shift-Left Traditional

Attention
to Quality

model model

Plan & Develop & Test
Design Build

epamy ©

HUSTEF

Shift-Right
model

Deploy & Monitoring &

Release Alerting

CONFIDENTIAL. Copyright ©

4



What is continuous testing?

Shift-Left
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Shift-Right
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How do | do this “Shift-Right”?
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How do | do this “Shift-Right”?

»Shift-Right"
testing

Monitoring

tests & testin
Observing 5

Post release Chaos
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Monitoring and Observing
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What issues can be resolved by monitoring and observing?
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What metrics do we monitor?

Infrastructure

CPU, Memory, Disk
Networking

Scaling & uptime

\_

/
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Application Users
Errors/error rate (API, Pages, DB) Frequent flows, dataset
Response time (API, Pages, DB) Diversity of users
Throughput (API, Pages, DB) Customer tickets created/rating

CONFIDENTIAL. Copyright ©

11



Typical challenges
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My challenges with Infrastructure monitoring
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Multiple systems and
monitoring solutions

oloo

Infrastructure issues cannot
be transferred to Business
level
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My challenges with Application monitoring

Lack of TestOps
expert...and less who can
share feedback effectively
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Out of ideas error

There are good patterns, but
new challenges can appear
anytime
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My challenges with User monitoring
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Users monitoring cause
performance issues/alerts
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Wrong implementation of
monitoring solution
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When and How?
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When do | do this?

Complex system with many users,
parameters

Quality in focus

Proper communication channels across
business and technical teams

Long planned application lifetime

Proper monitoring
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Lack of business flows, small amount of users
Production Feedback is not used

Quality is not important

Business is not involved in testing, monitoring
activities

Broken observability
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Plenty of monitoring tools

What major factors need to be considered for tool selection?

Al or
Traditional

In house experts
Technology stack

Architecture
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How to do it properly?

Train technical and business teams
Implementation (Dashboards, Alerts)
INElEII)MM Fstablish communication channels

Perform After changes
Regular basis
O]JIciilels B Compare larger major releases
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Conclusion
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Benefits & Challenges

° Short feedback loop

2 ,
E Cost effective
Product confidence
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Lack of experience
Observability
Broken feedback loop
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IMPROVE QUALITY BY MONITORING AND
OBSERVING

Q&A
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Thank you!

Adam Toth
Quality Architect |
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